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1 Introduction

1 Introduction

About this manual

This manual describes the privacy and security considerations of the use of Melanie
software.

Purpose of this manual

This manual describes the expected intended use of Melanie, the privacy and security
capabilities included, and how these capabilities are configured.

Scope of this manual

This manual is valid for Melanie software version 9.3 and above, from hereon referred
to as Melanie, or the product.

Introduction to privacy and security

This manual assumes that the reader understands the concepts of privacy and
security. Security protects both system and information from risks to confidentiality,
integrity, and availability. Security and privacy work together to help reduce risk to an
acceptable level. In healthcare, the privacy, security, and safety must be balanced,
relating to the intended use of the product.

The customer is encouraged to use risk management procedures to assess and priori-
tize privacy, security, and safety risks. Using the risk management, the customer can
determine how to best leverage the capabilities provided within the product.

Product description

Melanie is not a medical device and shall not be used in any clinical procedures or for
diagnostic purposes.

Melanie is an image analysis software and does not contain any associated hardware.
Safety notices

This user documentation contains safety notices concerning the safe use of the
product. See the definition below.

NOTICE
e NOTICE indicates instructions that must be followed to avoid

damage to the product or other equipment.
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1 Introduction

IMPORTANT
IMPORTANT indicates instructions that are essential for the soft-
ware or application to function.

Contactinformation

For specific privacy and security inquiries, use the contact form found at
cytiva.com/contact.

Abbreviations
The following terms and abbreviations are used in this manual:

Term/Abbreviation ‘Definition

PHI Protected Health Information

Pl Privacy Information
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2 Privacy and security environment

2  Privacy and security environment

Privacy and security inthe

environment
Melanie has been designed for an intended use with the following expectations of
privacy and security protection, that are to be included in the environment where
Melanie will be used:
* Melanieis used ona computer with Windows 10 (64-bit), or Windows 11 (64-bit).
* Melanieis designed for use in a standalone desktop environment.
* Melanie should not be used in a mobile system.

To perform analysis using different applications in Melanie, the user must have basic
knowledge aboutimage analysis.
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3 Authentication, authorization and audit logging

3 Authentication, authorization and
audit logging

About this chapter

Melanie includes a broad assortment of capabilities to enable privacy and security. This
chapter describes the ability and use of these privacy and security capabilities.

In this chapter
Section See page
3.1 Access controls 7
3.2 Audit logging and accountability controls 8
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3 Authentication, authorization and audit logging
3.1 Access controls

3.1 Access controls

Introduction

The access control on Melanie is used to help control access to customer information
on the system. Access control includes user account creation, assigning the privileges,
and other features.

Identity provisioning

The provisioning of user accounts requires the steps of account creation, mainte-
nance, and removal of the account when itis no longer needed. A user account is
created to be used by a specific individual. This user account is associated with access
rights, and is recorded in system security log files.

Melanie does not support user management. This section is not applicable.

User authentication

The user authentication step verifies that the user attempting to access the system is
indeed the user associated with the specific account.

Melanie does not support authentication or data protection. It relies on customer
security measures. The user must protect their data, if considered sensitive.

Assigning access rights

Assigning access rights is the administrative process for connecting permissions with
user accounts.

Melanie does not support access control. This section is not applicable.
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3 Authentication, authorization and audit logging
3.2 Auditlogging and accountability controls

3.2 Auditlogging and accountability controls

Introduction

Privacy and security information logging and control provide accountability through
security surveillance, auditable records, and reporting.

Melanie supports audit log functionality. This feature tracks all user actions carried out
during the life cycle of a project. Each actionis logged in an audit file that is part of the
project, and is time stamped and accompanied by the user ID. The parameters that are
critical to reproduce the action are stored as well. The history of actions can be
displayed in an audit report and exported in PDF format.
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4 Patient privacy consent management

4  Patient privacy consent
management

Patient privacy

Melanie does not handle (create, transfer, or store) patient data, therefore the patient
privacy consentis not applicable to Melanie.
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5 Information protection

5 Information protection

About this chapter

This chapter describes privacy and security operations, and contains guidelines for the
preparation of a secure environment for Melanie.

Defenseindepth

Security operations are bestimplemented as part of an overall "defense in depth" infor-
mation assurance strategy. This strategy is used throughout an information tech-
nology system that addresses personnel, physical security, and technology. The
layered approach of defense in depth limits the risk that the failure of a single security
safeguard allows the system to be compromised.

Melanie does not claim any layered approach of defense in depth for its applications.
Nevertheless, the failure in security for a single application does not compromise other
applicationsin the software.

In this chapter
Section See page
5.1 Network security 11
5.2 Data storage and encryption 13
5.3 External connections 14
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5 Information protection
5.1 Network security

5.1 Network security

Wired network security

Cytiva strongly recommends that Melanie is operated in a network environment that is
separated from the general purpose computing network of the owner's organization.
There are many effective techniques for isolating Melanie on a secure sub-network,
including implementing firewall protection, demilitarized zones (DMZs), virtual local
area networks (VLANSs), and network enclaves.

To assist in secure network design, the following sections describe the required
network services for Melanie.

Melanie does not support or claim any wired network security features. It is the respon-
sibility of the customer to take care of the security if wired network is still used.

Network setup
The following is valid for Melanie regarding the network setup:
* Melanie uses the network setup provided by the operating system environment,

and does not provide any network features. The user does not need to configure any
special operating system and network features.

* Melanie does not use any ports directly.

* Melanie does not support any remote service or features.

The user needs to make sure that Melanie is only exposed to a secure network environ-
ment. The License Server application uses TCP port 8090. This server is used by

Melanie for its floating license. This port must not be closed when using a floating
license to run Melanie.

IMPORTANT
The TCP port 8090 is used for a floating license. Make sure the port
isopen when running Melanie.

Wireless network security

Radio signals are used in a wireless network communication, therefore wireless
devices require special security consideration. Effective techniques and tools exist for
improving the security of wireless communication. This section describes the charac-
teristics for wireless connections for Melanie.

Melanie does not provide any wireless communication features. The features of
Melanie can be accessed via wireless communication ports enabled by the operating
system. Cytiva recommends to secure all wireless communication ports according to
the guidelines of the operating system when using Melanie.
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5 Information protection
5.1 Network security

Removable media security

The files used in Melanie for experiments and analysis can be imported and exported to
USB storage media or to any other removable device. However, this feature is an oper-
ating system feature that is not unique for Melanie software. The user is responsible for
making sure that removable devices connected to the system are free from viruses and
other malware. The removable devices must be scanned with recommended antivirus
software when transferring files from a computer.
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5 Information protection
5.2 Datastorage and encryption

5.2 Datastorage and encryption

Data encryption
Melanie does not support explicit data encryption measures in all its data storage.
The customer must secure all the data storage with appropriate measures.

Dataintegrity capabilities
Melanie can warn users about edits to a project done manually or by third-party soft-
ware. If any such modifications are detected, a pop-up window informs the user of the
changes. This ensures that users are aware of any alterations made outside the
controlled environment of Melanie.

De-identification capabilities
Melanie is not a medical device and does not handle (create, transfer, or store) patient
data. Therefore Melanie does not contain de-identification (anonymization and pseu-
donymization) capabilities.

Data at rest security

Melanie does not provide any special security features for data at rest. It is expected
that thefiles and results from Melanie are secured by the user of Melanie in a similar
manner to how other system data are secured. Melanie does not store sensitive data,
like PHI/PIl. However, if there is any important information as part of the analysis which
the user performs, Melanie expects the user to protect that information.
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5 Information protection
5.3 External connections

5.3 External connections

Security controls provided by the
cloud provider

Melanie is not hosted on a third-party cloud environment. Cloud security controls are
not applicable.
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6 System protection

6 System protection

Introduction

This chapter describes the guidelines for how to configure and maintain the productin
away that continuously protects privacy and security.

Protection from malicious attacks

The computing environment is increasingly hostile, and threats continue to grow from
denial of service attacks and malicious software, including computer viruses, worms,
Trojan horses, and other malware. Vigilant defense on many levels is required to keep
the systems free from intrusion by malicious software. In most cases, effective protec-
tion requires cooperation between Cytiva and our customers.

Melanie has no integrated antivirus and malware protection. There is no support from
third party antivirus or anti-malware software. It is the responsibility of the user to
make sure that the following applies:

* Anyremovable devices that are connected to the system are free from viruses and
other malware.

* Incasethesystemisusedin network mode, the network infrastructure is protected
with afirewall and other security measures.

For more information on malicious software protection, refer to the following two
white papers by the Joint NEMA/COCIR/JIRA Security and Privacy Committee:

* Defending medical information systems against malicious software, December
2003

* Patching off-the-shelf software used in medical information systems, October 2004

Server and workstation security
Melanie contains additional features to improve local operational security.

Melanie has a license server application to enable the license communication between
the server and clients for license management. The application is a third-party applica-
tion and has its own security enabled.

Software updates after system
delivery

Cytivarecommends that the latest updates to the operating system are always
applied.

Melanie 9.3 Privacy and Security Manual 29738798 AB 15


https://www.medicalimaging.org/wp-content/uploads/2011/02/medical-defending.pdf
https://www.medicalimaging.org/wp-content/uploads/2011/02/Patching_OffTheShelfSoftware_Used_in_MedIS_October_2004.pdf

6 System protection

NOTICE
e An operating system update mightinterrupt the operation. To

prevent unexpected equipment operation, the update process
should be initiated manually and only performed when the equip-
mentisnotin use.
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7 Remoteaccess

7 Remote access

Remote connection
Remote connection to the productis not applicable.
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8 Personal information collected by the product

8 Personal information collected by
the product

Personal information
Melanie is not a medical device and does not handle (create, transfer, or store) patient
data. Melanie does not collect personal information.

For more information on customer privacy rights and how Cytiva processes personal
data, see Cytiva Privacy Policy.
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9 Disasterrecovery considerations

9 Disaster recovery considerations

Disaster recovery plan (DRP)

Cytivarecommends that customers create a disaster recovery plan for their organiza-
tion, and test the functionality of the plan. This plan should include the elements
outlined in the following sections.

Asset management

The customer should undertake the following tasks:

1.

Identify critical assets.

These may be facilities, systems, equipment which - if destroyed, degraded, or
otherwise rendered unavailable - would influence the reliability or operability of

your product.
Examples: PLC, HMI, bioreactor, etc.

If Melanie is considered to be a critical asset of the organization, the following items
have been identified by Cytiva as critical components.

Responsibilities ‘ Assets

Which critical assets are necessary for
the operation of the product?

Any control PC

Which components is Cytiva respon-
sible for?

None

Which components is the customer
responsible for?

The customer is responsible for the
entireinstallation

Which componentsis a third-party
company responsible for?

None

Identify critical infrastructure.

This may be existing and proposed systems and assets, whether physical or virtual.
The incapacity or destruction of these systems or assets would have a negative
impact on security, economic security, public health or safety, or any combination

of these matters.

Examples: cloud service provider, internet connection, third-party services, etc.

If Melanie is considered to be part of the critical infrastructure of the organization,
the following items have been identified by Cytiva as critical components.
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Responsibilities Infrastructure

Which critical infrastructure is neces-
sary for the operation of the product?

9 Disasterrecovery considerations

* Anycontrol PC

* Network, if concurrent license
needs to be configured

Which components is Cytiva respon-
sible for?

None

Which components is the customer
responsible for?

* Local areanetwork

* Internetconnection

Which componentsis a third-party
company responsible for?

None

Identifying recovery objectives

Itis essential to establish the Recovery Time Objective and Recovery Point Objective.
The customer is responsible for establishing both objectives for their products.

* The Recovery Point Objective relates to a business' loss tolerance. This is measured

The Recovery Time Objective is a pre-established deadline for a business to recover
their systems after an outage. The customer should specify when the system needs

to be recovered.

Examples: day, week, month, year.

by the amount of data that is deemed acceptable to be lost, before causing major

damage to the customer business. The customer should specify to which time point

in the past the system needs to be recovered.

Examples: day, week, month, year.

The following table identifies the responsibilities for recovery.

Responsibilities ‘ Objectives

What parts of the product is Cytiva able
torestore back to working order in case
of failure?

Cytivais not responsible for managing
any part of the installation

How far back s Cytiva able to recover a
failed component (restore to last
working configuration)?

Not applicable

What data is Cytiva responsible for
restoring (if any) in case of failure?

None

What datais the customer responsible
for restoring (if any) in case of failure?

The customer needs to keep the activa-
tion IDs safe. These can be used to
recover license information for PC
renewal/re-hosting. In case of any
failure.
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9 Disasterrecovery considerations

Performregular testing

The customer should perform regular testing, auditing, and assessment of their DRP to
make sure that the plan is effective. It isimportant to evaluate the DRP routinely and
confirm that the processes and procedures are still applicable. The DRP should be
updated and improved when applicable.

Cytivarecommends to evaluate the DRP annually.

Additional information

For any disaster recovery support related to Melanie contact your Cytiva service repre-
sentative.

For more information for industry best practices about disaster recovery visit the
following websites:

* CISA Disaster Recovery Consultation, Documentation, and Testing

* SANS Disaster Recovery Plan Strategies and Processes
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10 Additional privacy and security considerations

10 Additional privacy and security
considerations

Additional risks

Melanie has been designed with privacy and security functionality integrated into the
core design. However, there exist privacy and security residual risks that must be miti-
gated when Melanie is integrated into the work environment. This section describes
somerisks that should be imported into the risk assessment of the deployment of
Melanie for proper mitigation.

Allmodules in Melanie expect the user to maintain all security measures needed to
prevent any kind of vulnerabilities.
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11 Product security supplemental documents

11 Product security supplemental
documents

Manufacturer Disclosure Statement

for Medical Device Security (MDS2)
The MDS2 is available for Melanie upon request. Contact the sales representative, or
use the contact form found at cytiva.com/contact.

Software Bill of Materials (SBOM)

SBOM is available for Melanie upon request. Contact the sales representative for a
copy of SBOM.
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